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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document is a study on the remote update of 3GPP long term secret keys held in a SIM / USIM.  

It:
-
Identifies which Long Term Keys should be updatable within this proposed feature.

-
Identifies the 3GPP/non 3GPP elements that would be affected by the update of these keys.

-
Identifies the Key Issues relating to the updating of long term keys.

-
Identifies potential requirements for the updating of long term keys.

-
Identifies the applicability of Long Term Key Updating to GSM, UMTS, LTE and 5G and how the requirements may change across these technologies. 

-
Identifies solutions for the updating of long term keys.

-
Evaluates solutions for the updating of long term keys.

-
Concludes on the best solutions(s) for the updating of long term keys.

-
Makes recommendations for further work.

This study will consider existing and new solutions that can be used for the update of 3GPP Long Term Keys.

The management of subscriptions is out of scope for this document.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
3
Definitions and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

4
Background 
The current mobile security architectures – GSM / GPRS, UMTS and LTE – rely almost entirely on the secrecy of the long term secret key (called K in GSM / GPRS, or K in UMTS/LTE – we will call it K here) that is stored in a USIM / SIM.   Knowledge of the USIM OTA update keys may allow an attacker to modify/ read aspects of the USIM remotely.
The fundamental security assumption is that the attacker does not know K or the USIM OTA keys.  But if this security assumption fails, the loss of security is catastrophic.  

Long Term Keys might massively or individually leak to an attacker or attackers for a number of reasons, e.g.:

a)
a security compromise at the factory (SIM vendor or subscription manager) where K is generated.

b)
a security compromise of the communication channel over which Ki is transported from SIM vendor or subscription manager to network operator.

c)
a compromise of the mobile operators’ equipment or software.

d)
an insider attack on the key store at a network operator or SIM vendor.

e)
a local attack (e.g. side channel) on the SIM card in the supply chain.

f)
a local attack (e.g. side channel) on the SIM card while temporarily "borrowed" from the customer.

g)
by accident due to misconfiguration in the mobile operator network.

Operators and vendors should of course try to prevent any of (a) – (g) from happening.  But the risks could be significantly reduced by the definition of a mechanism to recover from a compromise of the long term keys, or to replace long term keys potentially exposed to many of the threats listed above by new keys exposed to fewer of those threats.

Currently, there is no standardized mechanism within 3GPP that enables the secure and expedited update of the 3GPP specified long term keys in both the USIM and HLR/HSS either in bulk or for an individual subscriber.  

This means that currently, if long term keys are exposed (through accidental exposure or other compromise), the only existing method of recovering from the compromise and re-establishing the same level of security is replacement/re-issuance of the USIM/UICC(s) (or USIM profile in eUICC(s)) and updating the HLR/HSS key(s) and/or OTA keys.  The same is true even when there is no concrete evidence that the keys have been exposed, but we simply wish to reduce the likelihood that they have been.
5
Identification of long term keys

5.1
Introduction
Long term keys are keys, used for security, that typically do not change in the device that they are stored and are used for repeated security transactions.  3GPP uses long term keys as a basis for authentication, authorisation and secure management.

The long term keys used for authentication between the 3GPP network and the UE and authorisation of services, are stored in the USIM and the HLR/AuC (GSM and 3G) or the HSS (LTE).  In addition to the authentication keys, optionally the network operator may specify long term OTA keys for the management of the USIM.

For GSM and 3G, the long term keys for authentication are specified in 3GPP TS 33.102 [2].  

For LTE, the long term keys for authentication are specified in 3GPP TS 33.401 [3].

OTA keys are specified in 3GPP TS 31.115 [4] and ETSI TS 102 225[10].

5.2
K / Ki
The K (sometimes referred to as the Ki) is the permanent key securely stored on the USIM on a UICC and in the Authentication Centre AuC / HSS. Currently, this key may be either 128 bits or 256 bits long.  K is defined as "USIM Individual key" in 3GPP TS 31.102 [5] which implies that it changes on a per USIM basis, however the uniqueness and the rules by which K is generated are not standardised in 3GPP.  It is assumed in 3GPP standards that there is only one K per USIM.

This key is specified as a permanent key in 3GPP TS 33.401 [3] and as a "Long-term secret key shared between the USIM and the AuC" in 3GPP TS 33.102 [2].  3GPP TS 31.102 [5] defines that the K is stored in the USIM but does not define a specific USIM file or storage mechanism for this.  There are currently no standardised processes that change the K for a specific subscription, after issue of a USIM.  

Editor's note: add reason why these changes have not been standardised up to now.

K is used, together with other parameters, by the authentication functions (f1 to f5) specified in 3GPP TS 33.102 [2] but it is never directly exposed outside of the AuC/HSS or the USIM.  

It is typically, generated randomly for each USIM by the USIM supplier in a secure environment and transported securely to the home network operator to be placed in the AuC / HSS.  As USIMs are typically produced in batches, the K's are typically transported to the home operator in batches.  3GPP does not standardise this communication.

K may be used for any authentication algorithm specified by the home network operator.  It is used by MILENAGE as detailed in 3GPP TS 35.205 [6] and in TUAK as detailed in 3GPP TS 35.231 [7].

3GPP TS 31.115 [4] specifies mechanisms that allow files and parameters on a USIM to be updated remotely when the USIM is connected to a network, but as the storage of K is not standardised, this would be different for each type of USIM and it is likely that the current USIM would not support the remote changing of K through these mechanisms.

The GSMA eSIM specifications, GSMA SGP.22 [8] and GSMA SGP.02 [9] describe remote profile provisioning processes that provision K "over the air" together with the rest of the USIM parameters.  This may be used to change a whole USIM remotely after issue, but not to change a specific parameter within a USIM such as K.

5.3
OP / Opc / TOP / TOPc
OP, OPc, TOP and TOPc are used to provide separation between the functionality of the algorithms when the same algorithm (e.g. MILENAGE or TUAK) is used by different operators. 

OP and OPc are defined in 3GPP TS 35.205 [6] for use with MILENAGE based authentication and are related to each other.  

OP is defined as 128 bit value chosen by the home network operator which is stored in the AuC/HSS.  There are no standardised rules for the generation and use of OP, but it is industry practice that OP is the same value across large batches of subscriptions and in some cases across all network subscriptions for a specific network operator.   Typically OP and / or TOP are generated by the home network operator and communicated to a UICC manufacturer by non-electronic means.

OPc is defined as 128 bit value that is derived from OP and K which is stored in the USIM. As the K is expected to change for each USIM, this means that OPc is likely to be different for each USIM.  3GPP TS 35.205 [6] defines that the OPc is stored in the USIM but 3GPP TS 31.102 [5] does not define a specific USIM file or storage mechanism for this.  There are currently no standardised processes that change the OPc for a specific subscription, after issue of a USIM.

TOP and TOPc are defined in 3GPP TS 35.231 [7] for use with TUAK based authentication and are related to each other.  

TOP is defined as 256 bit value chosen by the home network operator which is stored in the AuC/HSS.  There are no standardised rules for the generation and use of TOP, but it is industry practice that TOP is the same value across large batches of subscriptions and in some cases across all network subscriptions for a specific network operator. 

TOPc is defined as 128 bit value that is derived from TOP and K which is stored in the USIM. As the K is expected to change for each USIM, this means that TOPc is likely to be different for each USIM.  3GPP TS 35.231 [7] defines that the TOPc is stored in the USIM but 3GPP TS 31.102 [5] does not define a specific USIM file or storage mechanism for this.  There are currently no standardised processes that change the TOPc for a specific subscription, after issue of a USIM.

3GPP TS 31.115 [4] specifies mechanisms that allow files and parameters on a USIM to be updated remotely when the USIM is connected to a network, but as the storage of OPc or TOPc is not standardised, this would be different for each type of USIM and it is likely that the current USIM would not support the remote changing of OPc or TOPc through these mechanisms.

The GSMA eSIM specifications, GSMA SGP.22 [8] and GSMA SGP.02 [9] describe remote profile provisioning processes that provision OPc or TOPc "over the air" together with the rest of the USIM parameters.  This may be used to change a whole USIM remotely after issue, but not to change a specific parameter within a USIM such as OPc or TOPc.

5.4
OTA Keys


ETSI TS 102 225 [10] and ETSI 102 226 [11] define a secure mechanism for "over the air" update of USIM files and applications.  Up to 15 optional secret keys for cyphering (KIC) and15 optional secret keys for digital signing (KID) or cryptographic checksum are defined for the over the air protocol.  These are stored securely in the USIM and in a one or more "OTA severs". 

OTA servers are used to update USIM files and applications, the OTA server(s) are typically part of the home network operator's domain.  However, as the ability for each OTA keyset to manage files and applications on the USIM can be very finely set and as the OTA mechanisms can also be used to update non standardised files, it is not uncommon for an OTA server to exist outside of a network operators domain that can manage specific USIM files for specific USIMs in a specific way.

The key lengths for KIC and KID depend on the algorithm being used and are defined as being:

- 128 bits for two key 3DES, 

- 192 bits for three key 3DES,

- 128 bits, 192 bits or 256 bits for AES,

- no standardised length for proprietary algorithms.

KIC, KID and DEK values are usually generated by the USIM supplier and are typically different for each USIM.  These values are then distributed to the relevant OTA servers by the UICC manufacturers as agreed by the home network operator.  In some cases some keys need to be sent to 3rd parties in a way that the home network operator cannot determine the key values.

KIC and KID keys are typically associated to form a keyset.  ETSI 102 226 defines a secure mechanism for updating the KIC and KID keys as a keyset (PUT KEY) that uses an additional static Key, DEK, for each of the 16 keysets.  There is no 3GPP or ETSI mechanism for updating the DEK.

USIM applet updates are typically managed using the ETSI TS 102 225 [10] protocol using specific KID and KIC keys without the need for any additional keys.  This is detailed in ETSI TS 102 226 [11]. 

The GSMA eSIM specifications, GSMA SGP.22 [8] and GSMA SGP.02 [9] describe remote profile provisioning processes that provision  KIC, KID and DEK values "over the air" together with the rest of the USIM parameters.  This may be used to change a whole USIM remotely after issue, but not to change a specific parameter within a USIM such as KIC, KID and DEK.
6
USIM related key stores and key transport processes
6.1
Introduction

During the lifecycle of a USIM secret keys may be generated and transported between many elements.
6.2
Potential Key Stores
6.2.1
Personalisation centre

Typically, the personalisation centre is a UICC manufacturer factory that generates USIM profiles and their keys and stores these keys for an agreed amount of time.  There is no specific definition of a personalisation centre in 3GPP, ETSI or GSMA.
6.2.2
eSIM provisioning elements

GSMA SGP.02 [9] and GSMA SGP.22 [8] define specific provisioning elements that contain the secret key information

Editor's note: add more detail here…
6.2.3
Network operator provisioning system

It is normal for a network operator to have a system that manages and distributes subscription information between the home network operator elements.  This service is not standardised in 3GPP, ETSI or GSMA.
6.2.4
HSS / AuC
The AuC and HSS are secure 3GPP elements that are standardised by 3GPP.  The AuC (for GSM and UTRAN) is defined in 3GPP TS 33.102 [2] and the HSS (for LTE) is defined in 3GPP TS 33.401 [3].

The AuC and HSS securely store information used for authentication and create authentication vectors used for 3GPP authentication.  These elements store K for each USIM and OP and TOP as specified by the home network operator.
6.2.5
USIM / SIM
The USIM (and SIM for legacy use) stores and uses the K/Ki for the subscription and the OPc and or TOPc as required.  The UICC stores and uses the OTA keys KIC, KID and DEK as specified by the home network operator.
6.3
Example key transport interfaces 

Typically the following transport interfaces are used to transfer long term keys together with other information:

- Personalisation centre to network operator provisioning system

- Network operator provisioning system to HLR / HSS / AuC

- eSIM provisioning systems to Network operator provisioning systems

-
Network Operator provisioning systems to OTA server(s)

- 
Personalisation centre to OTA server(s)
These interfaces are not standardised by 3GPP and it is up to the home network operator to make sure that these are suitably secure. Some of these systems are batch systems with typically 10 - 100K subscriptions per batch others are on a per subscription basis.

7
Key issues

7.1
Key Issue 1: individual subscription - K exposed

7.1.1
Issue description
This Key issue is where an individual subscription key K is exposed by some means.  This may happen due to:

-
a security compromise at the factory (UICC vendor or subscription manager) where K is generated.

-
a compromise of the mobile operators’ equipment or software.

-
an insider attack on the key store at a network operator or UICC vendor.

-
a local attack (e.g. side channel) on the UICC in the supply chain.

-
a local attack (e.g. side channel) on the UICC while temporarily "borrowed" from the customer.

-
by accident due to misconfiguration in the mobile operator network.

For this key issue, only one subscription is compromised and no information is exposed that could reduce the security of any other subscription.
7.1.2
Threat Description
An attacker who knows the K for a specific subscriber may be able to:

- decode encrypted communications that are taking place or were pre-recorded.

- clone a USIM subscription and use services that the cloned subscriber may be billed for

However for these attacks to succeed, the attacker would also need to know (or be able to guess) other parameters such as OPc, TOPc, Sequence number system being used.

The home network operator has many ways of detecting attack this such as frequent re-synching of sequence numbers, wrong re-synch procedures used, same subscription active at two distant locations, USIM not OTA updatable.

For a customer, the consequences are that their service may become more unreliable, there calls and data may be eavesdropped and they may be billed incorrectly.

The consequence for the operator is that as there is only one customer is effected, a replacement of the UICC is far less costly (than a mass replacement of UICCs) .  For an IoT UICC this may still be very costly due to the location of the UICC and the access required to change it.  

If this attack is due to a systematic failure, the network operator may suffer loss of reputation and / or punishment from a regulatory body.
7.1.3
Security requirements

7.2
Key Issue 2: batch of subscriptions - K exposed

7.2.1
Issue description
This Key issue is similar to Key issue 1 except a batch of subscriptions are compromised at the same time.
7.2.2
Threat Description
An attacker who knows the K for a specific subscriber may be able to:

- decode encrypted communications that are taking place or were pre-recorded.

- clone a USIM subscription and use services that the cloned subscriber may be billed for

However for these attacks to succeed, the attacker would also need to know (or be able to guess) other parameters such as OPc, TOPc, Sequence number system being used.

The home network operator has many ways of detecting attack this such as frequent re-synching of sequence numbers, wrong re-synch procedures used, same subscription active at two distant locations, USIM not OTA updatable.

For a customer, the consequences are that their service may become more unreliable, there calls and data may be eavesdropped and they may be billed incorrectly.

The consequence for the operator is that as a whole batch is effected, a replacement of the UICC is potentially very costly.  For an IoT UICC this may even more costly due to the location of the UICC and the access required to change it.  

If this attack is due to a systematic failure, the network operator may suffer loss of reputation and / or punishment from a regulatory body.
7.2.3
Security requirements

7.x
Key Issue x: <Key Issue Title>
7.x.1
Issue description
7.x.2
Threat Description
7.x.3
Security requirements 
8
Evaluation Criteria
9
Solutions

9.1
Solution #1: 'Replace the affected Profile on eUICC'
9.1.1
Introduction

This solution discusses one potential way to update long term keys on the eUICC by using remote Profile provisioning processes defined in GSMA SGP.22 [8], specifically, by downloading a new Profile with new long term keys and deleting the Profile on the eUICC whose long term keys are exposed.

Profile is defined as combination of data and applications to be provisioned on an eUICC for the purpose of providing services. A Profile includes one MNO-SD and NAAs, where the MNO-SD contains the Operator’s Over-The-Air (OTA) keys and provides a secure OTA channel, and NAAs include K/Ki for authentication between the 3GPP network and the UE. A Profile is identified by ICCID as defined in SGP.22.
9.1.2
Solution Description

When the long term keys of the Profile on the eUICC are exposed, the end user can download a new Profile following the Profile download and installation procedure as defined in section 3.1.3 of SGP.22 v2.1, and then the end user should delete the Profile whose long term keys are exposed following Profile deletion procedure as defined in section 3.2.3 of SGP.22 v2.1.
9.1.3
Solution Evaluation
This solution takes advantage of standardized GSMA eUICC Profile provisioning procedures to solve the issue of long term keys exposure, by downloading a new Profile to replace the affected Profile whose long term keys are exposed.

This solution requires no change of 3GPP specifications, neither GSMA eUICC specifications. 

The usage of the solution is limited to eUICC, and does not apply to traditional UICC/SIM cards.

The solution requires the end user consent for Profile downloading and Profile deletion, which may confuse the end user as it is not expected by the end user, so the end user may reject the procedure.

The solution may also impact the end user data stored in some applets of the affected Profile, e.g. payment applet, when the whole Profile is replaced by a new one.
9.x
Solution #x: 'Title of solution'
9.x.1
Introduction
9.x.2
Solution Description

9.x.3
Solution Evaluation

10
Conclusions

Annex A: Review of relevant standardization efforts in other SDOs and industry associations
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